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Introduction

Introduction

Purpose of This Document

The purpose of this document is to provide you with an understanding of security initiatives of OMRON
on its FA products and propose the security measures that the users of the FA products should take
on their own. It describes the security measures that you can implement using a CS/CJ/CP-series
CPU Unit and a CS/CJ-series EtherNet/IP Unit.

Please read this document together with the Security Guideline for Factory Automation System and
related manuals.

Intended Audience

This document is intended for the following people who plan, examine, and implement security meas-
ures.

» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

Applicable Products

This document covers the following products.
* CS-series CPU Units
» CJ-series CPU Units
* CP-series CPU Units

Refer to the user’s manual for each product for product specifications.

Disclaimer

The recommendations we make to our customers in this document are based on the results of our
analysis and study.

Appropriate security measures vary with customer environment, so these recommendations do not
guarantee prevention of all security breaches in customer environments.

Referring to this document, please consider and implement analysis and appropriate countermeasures
in line with the customer’s environment on your own.
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Defense in Depth in the Technical

Layer

CS/CJ/CP-series CPU Units and CS/CJ-series EtherNet/IP Units provide multiple se-
curity functions to achieve Defense in Depth in the technical layer.

This section describes the Defense in Depth in the technical layer that the security
functions of CS/CJ/CP-series CPU Units and CS/CJ-series EtherNet/IP Units provide.

1-1  Protecting Equipment and Devices with Defense in Depth ....................... 1-2
1-2 Threats to Equipment and DeViCeS .....ccccccvriiiiicccccsmmnmrrree s ssmnseeeene e 1-3
1-3  Security Functions to Protect Equipment and Devices from Threats ...... 1-4
1-4 Secure Network Connection Using CS1W/CJ1W-EIP21S..........cccceviiineenn 1-6
1-5 Security Functions Available with Each CPU Unit..........cccccoeiniiimnnniiiinenn 1-7

1-5-1 CS/CJ-series CPU UNit ......couiiiiiii et 1-7

1-5-2 CP-sSeries CPU UNit......ooiiiiiiiee e 1-7

1-6 Things That You Should Do
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1 Defense in Depth in the Technical Layer

1-1  Protecting Equipment and Devices
with Defense in Depth

Defense in Depth is the basic concept for security measures. In this concept, security measures are
implemented for each layer.

The factory layer typically establishes security policies and protects equipment and devices through
operations (in the human/process and physical layers).

The system layer protects equipment and devices across the entire system while covering operational
aspects. It also implements measures for the network, including communications access control, filter-
ing, and firewalls. Measures up to this point should be implemented mainly by your system and appli-
cation.

Equipment and devices effectively utilize the security functions that they provide to protect their opera-
tions and assets.

Remote maintenance
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1 Defense in Depth in the Technical Layer

1-2 Threats to Equipment and Devices

Threats to equipment and devices include not only attacks from external and internal networks, but al-
so attacks by intruders entering the factory premises and disclosure of assets through disposed prod-
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1 Defense in Depth in the Technical Layer

1-3 Security Functions to Protect Equip-
ment and Devices from Threats

Even if an attacker could break through one layer, security functions in layers closer to equipment and
devices can protect the assets. Depending on the purpose and the type of threat, provide Defense in
Depth by combining the measures described in the Security Guideline for Factory Automation System
(Cat. No. P162) and the multiple security functions described in this document.

Attacker Attacker Attacker
Threats from Threats from Threats from
intruders internal networks external networks

@ [Protecting data on
communication lines]
Secure communications

@ [Blocking attacks from networks]
IP packet filtering
Opening and closing the port

Network layer

@ [Preventing unauthorized connections]
User authentication
PLC names

Device layer

@ [Preventing unauthorized operations]
Operation authority verification

Function layer

@ [Protecting data]
Protection using the DIP switch

Protection using the password
FINS write protection
|

@ [Protecting control]
Operation protection using the
production lot number
User data overwrite time

Asset layer

\4

Equipment and devices
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1 Defense in Depth in the Technical Layer

The table below lists the functions provided in each layer.

Layer to protect
equipment and devi-
ces

Purpose

Function provided by OM-
RON products

Reference

Network layer

Protecting data on communi-
cation lines

Secure communications

2-1-1 Secure Communications on page 2-2

Blocking attacks from net-
works

IP packet filtering

2-2-1 IP Packet Filtering on page 2-4

Opening and closing the port

2-2-2 Opening and Closing the Port on page
2-5

Device layer

Preventing unauthorized con-
nections

User authentication

2-3-1 User Authentication on page 2-8

PLC names

2-3-2 PLC Names on page 2-9

Function layer

Preventing unauthorized op-
erations

Operation authority verification

2-4-1 Operation Authority Verification on page
2-11

Asset layer

Protecting data

Write protection using the DIP
switch

2-5-1 Write Protection Using the DIP Switch on
page 2-12

Read protection using a pass-
word

2-5-2 Read Protection Using a Password on
page 2-14

FINS write protection

2-5-3 FINS Write Protection on page 2-14

Protecting control

Operation protection using the
production lot number

2-5-4 Operation Protection Using the Produc-
tion Lot Number on page 2-15

User data overwrite time

2-5-5 User Data Overwrite Time on page
2-16

Common to all layers

Preventing repudiation

Operation log

2-6-1 Operation Log on page 2-18

Security Guideline for CS/CJ/CP-series CPU Unit (P176)
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1 Defense in Depth in the Technical Layer

1-4 Secure Network Connection Using

CS1W/CJ1W-EIP21S

The CS/CJ-series CS1W/CJ1W-EIP21S EtherNet/IP Unit provides a variety of security functions to
achieve secure network connections with CS/CJ/CP-series CPU Units. This enables enhanced securi-
ty in controlling programs and data as well as equipment and devices for access to these CPU Units
via the network. Be sure to combine the CS1W/CJ1W-EIP21S EtherNet/IP Unit with your CPU Unit to
build Defense in Depth depending on the purpose and the type of threats.

Note that the CS/CJ-series CS1W/CJ1W-EIP21 EtherNet/IP Unit, and CS/CJ-series CJ2H-CPUGLI-
EIP and CJ2M-CPU3[] CPU Units with built-in EtherNet/IP ports, do not provide security functions.

This means that you must replace the EtherNet/IP Unit or use the CPU Units with the CS/CJ-series
CS1W/CJ1W-EIP21S EtherNet/IP Unit to enhance the security of your equipment and devices.

I Example Combinations of CPU Units and the EtherNet/IP Unit

; =, ‘. -
a ' + B . .n.. +
ki C

CJ2H CPU Unit  CJ2M CPU Unit CJ1W-EIP21S CS1D CPU Unit CS1W-EIP21S

CJ2 CPU Unit + CJ EtherNet/IP Unit CS1D CPU Unit + CS EtherNet/IP Unit
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1 Defense in Depth in the Technical Layer

1-5 Security Functions Available with
Each CPU Unit

This section describes the security functions available when you use a CS/CJ/CP-series CPU Unit
standalone or in combination with a CS/CJ-series EtherNet/IP Unit.

1-5-1

CS/CJ-series CPU Unit

The security functions available with a CS/CJ-series CPU Unit are as follows.

Security function provided by OM-
RON products

CS-series CPU Unit

CJ-series CPU Unit

Secure communications

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

IP packet filtering

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

Opening and closing the port

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

User authentication

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

PLC names

Available with CPU Unit only

Operation authority verification

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

Write protection using the DIP switch

Available with CPU Unit only

Available with CPU Unit only

Read protection using a password

Available with CPU Unit only

Available with CPU Unit only

FINS write protection

Available with CPU Unit only

Available with CPU Unit only

Operation protection using the pro-
duction lot number

Available with CPU Unit only

Available with CPU Unit only

Operation log

Available in combination with CS1W-EIP21S

Available in combination with CJ1W-EIP21S

1-5-2

CP-series CPU Unit

The security functions available with a CP-series CPU Unit are as follows.

Security function provided by OM-
RON products

CP-series CPU Unit

CP1H CPU Unit CP1L CPU Unit

CP1E CPU Unit CP2E CPU Unit

Secure communications

IP packet filtering

Available in combina- -
tion with CJ1W-
EIP21S

Opening and closing the port

Available in combina- —
tion with CJ1W-
EIP21S

User authentication

PLC names

Operation authority verification

Write protection using the DIP switch

Available with CPU

Available with CPU

Unit only Unit only
Read protection using a password Available with CPU Available with CPU Available with CPU Available with CPU
Unit only Unit only Unit only Unit only
FINS write protection Available with CPU -—- - -
Unit only
Operation protection using the pro- Available with CPU Available with CPU Available with CPU Available with CPU
duction lot number Unit only Unit only Unit only Unit only

Operation log

Security Guideline for CS/CJ/CP-series CPU Unit (P176)
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1 Defense in Depth in the Technical Layer

1-6 Things That You Should Do

The table below shows the things that you should do for each layer.

Layer to protect equipment
and devices

Purpose

Things that you should do

Network layer

Protecting data on
communication lines

To improve security, install and use CX-One on an OS that is within the

support period of Microsoft Windows.

For networks of control systems and equipment, install a firewall (block-

ing unused communications ports and restricting communications hosts)

to isolate them from IT networks. Make sure that CX-One is connected to

the control systems inside the firewall.

If you need remote access from CX-One to control systems and equip-

ment, use a virtual private network (VPN), virtual desktop infrastructure

(VDI), or other system with excellent security.

To read or write files on an SD Memory Card inserted into the Controller

or files in the EM File Memory from FTP client software, take the follow-

ing measures.

a) To prevent the Controller from communicating with devices prepared
by attackers, install the partner devices in a secure area.

b) Use IP filtering or a user system (firewall, etc.) to limit the partner de-
vices that can be connected.

Blocking attacks from
networks

Use the function in combination with other measures, such as installing a
firewall to prevent unauthorized packets from reaching the Controller or
closing unused ports to prevent the Controller from accepting unauthor-
ized packets.

For the IP packet filter, register all devices and conditions to permit pack-
et reception.

The FINS protocol specifications do not define encrypted communica-
tions. This means that FINS messages on the communications path can
be easily intercepted because they are sent and received in plain text. In
addition, it is not possible to detect tampering with FINS messages. To re-
duce the risk that FINS protocol’s vulnerabilities can be exploited, take
measures such as disabling FINS or preventing unauthorized access by
using the packet filter function. When you use the FINS protocol, use
your application to ensure security.

Set a complex password (at least eight characters long containing multi-
ple character types) to prevent possible password analysis by brute-force
attacks. FTP does not have password lock functionality. If password lock
functionality is required, disable the FTP function.

Change your password by yourself on a periodic basis.

Use this function in combination with other measures, such as installing a
firewall to prevent unauthorized packets from reaching the Controller or
using the packet filter to prevent the Controller from accepting unauthor-
ized packets.

Device layer

Preventing unauthor-
ized connections

Consider the following points when you use user authentication.

a) Change your password by yourself on a periodic basis.

b) Set a complex password (at least eight characters long containing
multiple character types) to prevent possible password analysis by
brute-force attacks.

Function layer

Preventing unauthor-
ized operations

Set a complex password (at least eight characters long containing multi-
ple character types) to prevent possible password analysis by brute-force
attacks.

Change your password by yourself on a periodic basis.

Security Guideline for CS/CJ/CP-series CPU Unit (P176)



1 Defense in Depth in the Technical Layer

Layer to protect equipment

and devices Purpose Things that you should do

Asset layer Protecting data * Consider the following points when you use read protection using a pass-

word.

a) To improve security, install and use CX-One on an OS that is within
the support period of Microsoft Windows.

b) Set and manage your password appropriately to prevent unauthor-
ized utilization by others.

c) Setacomplex password (at least eight characters long containing
multiple character types) to prevent possible password analysis by
brute-force attacks.

d) Change your password by yourself on a periodic basis.

0@ pinoys noj jeyL sbuiyl o-1

Protecting control -
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Security Functions

This section describes the security functions provided in CS/CJ/CP-series CPU Units
and CS/CJ-series EtherNet/IP Units.

21
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2 Security Functions

2-1

Protecting Data on Communication
Lines

2-11

Equipment connected to the Internet is subject to the risk of cyberattacks over the network. Use the
following functions to prevent information disclosure from data flowing over communication lines, tam-
pering, and denial of service.

Secure Communications

This function aims to ensure the confidentiality and integrity of communication lines that are used to
access critical data in a CPU Unit from Support Software.

Since it encrypts and then adds hash values to communications data before sending and receiving, it
is useful to prevent eavesdropping and tampering by a third party.

Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details
on secure communications.

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation Denial of service =
closure lege
Yes Yes Yes

I Things That You Should Do

* Use this function by combining the CPU Unit with your EtherNet/IP Unit.
» To use secure communications, save the user authentication settings to the EtherNet/IP Unit in ad-

vance using the EIP21S User Management Tool.

» Secure communications may affect the communications response performance and the execution

processing performance of some instructions. When you use secure communications, check the op-
eration sufficiently in advance.

» The secure communications function is intended for applications where the Support Software is con-

nected to the CPU Unit via an unreliable network such as Internet connections. This means that you
cannot use secure communications when connecting the Support Software to the CPU Unit via a

USB or peripheral port. Be sure to connect the Support Software to the CPU Unit from the
EtherNet/IP Unit.

I Conditions for Secure Communications

» Secure communications are possible when all of the following conditions are met.

1. The Ethernet network to which the connected EtherNet/IP Unit belongs is used.

2. One of the following Support Software is used to make connection settings for secure communi-
cations.
* CX-Programmer
» PLC Backup Tool

Security Guideline for CS/CJ/CP-series CPU Unit (P176)



2 Security Functions

« EIP21S User Management Tool

3. User authentication settings are stored in the connected EtherNet/IP Unit.

» The following are examples where secure communications are not possible.

a) The connection destination is an EtherNet/IP Unit or Ethernet Unit other than the CS1W/CJ1W-
EIP21S EtherNet/IP Unit.

b) The connection destination is located in a different network (beyond the allowable level of trans-
parency).

c) The connection destination has a USB, peripheral, or serial port.

d) The connection destination is a CJ2H-CPUG6LI-EIP/CJ2M-CPU3L] CPU Unit with a built-in Ether-
Net/IP port, a CP1W-CIF41 Ethernet Option Board mounted on a CP-series CPU Unit, or a
CJ1W-EIP21S EtherNet/IP Unit mounted on a CP (CP1H)-series CPU Unit.

uonesunwwo) uo eyeq bunosjoid L-z
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CX-Programmer CX-Programmer CX-Programmer Support Software that does not
PLC Backup Tool PLC Backup Tool PLC Backup Tool support Secure Comm

EIP21S User Management Tool ~ EIP21S User Management Tool ~ Other than Secure Comm ~ Other than Secure Comm
Secure Comm Secure Comm

SUOIIBDIUNWIWOY) 8INJ8S |-1-Z

Ethernet .
H
NI Lo B
Support Software other than EIP21S User Management Tool *! VY __ V.
Other than Secure Comm @n @
. _____ - cs/ics Jer21s JeP21| JEIP21s
H CPU
.
4 .
------ > n n n : n
EIP21S User Management Tool sm= == == D \
. (c \ "
----- - USB/Serial @ CJ2H-CPUGBLI-EIP
USB/Serial connection cs/icd BEIP21S CJ2M-CPU3O
not possible CPU
—p Secure communications 5 ’ I n
=== =P Non-secure communications

* User authentication settings saved on EIP21S
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2 Security Functions

2-2 Blocking Attacks on the CPU Unit
from Networks

Equipment connected to the Internet is subject to the risk of cyberattacks over the network. Block both
external and internal attacks to prevent malfunctions of production equipment and accidents.

2-21 IP Packet Filtering

IP packet filtering selectively permits packets that EtherNet/IP ports receive to pass through the filter
according to the pre-defined conditions.
Use it to prohibit connections from unauthorized nodes, such as PCs brought into the site without per-

mission.

This improves the security performance of the system.
Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details

on IP packet filtering.

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation Denial of service =
closure lege
Yes Yes Yes

I Things That You Should Do

* Use this function by combining the CPU Unit with your EtherNet/IP Unit.

» Enabling the IP packet filter settings prevents the CPU Unit from communicating with devices via the
filter target EtherNet/IP port. Be careful of the settings.

» The settings in the IP packet filter table are retained when you change from Use IP Packet Filter to
Not use IP Packet Filter in the CX-Programmer. The settings in the IP packet filter table are trans-
ferred to the EtherNet/IP Unit regardless of the setting of whether or not to use the function.

* |IP packet filtering supports stateful inspection. Therefore, when making a request to the partner de-
vice as a client, the EtherNet/IP Unit can receive responses from the partner without filter conditions
added to the IP packet filter table. The protocols supported by stateful inspection are TCP, UDP, and

ICMP.

I Note

IP packet filtering does not apply to the following function. It is a client function that opens ports during

use and closes them at completion.

* DNS/SNT
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2 Security Functions

Application Example: Permitting Packet Reception from a Specific
Source IP Address

@ Configuration
This configuration permits only communications from specific PCs and external devices, and pro-
hibits communications from other client devices.

Sysmac Gateway CX-Programmer Tag data link
Network Configurator

wouj Jun NdD 2y uo syoeny Bunjoolg z-z

SHIOM}BN

' ==

Node C ~,Node A + | NodeB
Ethernet * 192.168.250.100/24 l 1192.168.250.2/24 . 192.168.250.3/24
Prohibited E Permitted
v
EIP21S
Example:

Node A CX-Programmer/Network Configurator: Permitted
Node B Tag data link: Permitted
Node C Sysmac Gateway: Prohibited

uod sy} buiso| pue buiusdp z-z-2

@ Settings for This Configuration

Make the settings in the IP Packet Filter Setting dialog box as shown in the following table.
Set the IP addresses of nodes A and B individually. Therefore, set 255.255.255.255 as the mask.

IP filter
No. Source settings
Setting method IP address Mask
IP address specification | 192.168.250.2 | 255.255.255.255
2 | IP address specification | 192.168.250.3 | 255.255.255.255

Register the IP addresses of all external devices to use because communications from IP address-
es that are not registered in the IP Packet Filter Setting dialog box are blocked.

If you set the mask to other than 255.255.255.255, communications from multiple IP addresses will
be permitted.

For example, the settings below permit communications from devices with IP addresses between
192.168.250.0 and 192.168.250.255.

IP filter
No. Source settings
Setting method IP address Mask
1 | IP address specification | 192.168.250.0 | 255.255.255.0

2-2-2  Opening and Closing the Port

Opening and closing the port is a function that blocks and allows packets to pass through the
TCP/UDP ports assigned to individual communications functions according to the settings.

By setting any communications functions that you will not use to Not use, you can reduce the number
of entry points for external attacks to improve the security performance of the system.
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2 Security Functions

Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details
on opening and closing the port.

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation Denial of service P
closure lege
Yes Yes Yes Yes

| Things That You Should Do

 Use this function by combining the CPU Unit with your EtherNet/IP Unit.

» Set only the communications functions that you will use to Use. This function enables or disables
the communications functions for a node based on the settings. For example, when Use CIP mes-
sage server is not set, the tag data link for that node will not work.

* If you need to verify the integrity of communications, use TCP communications.

I Note

The SNMP function, which can be disabled when not in use, allows communications with limited part-
ner devices by specifying a community name for authentication or by using the IP filtering function.

Application Example: Permitting Packet Reception for a Specific
Protocol

® Configuration
This configuration example permits Secure Comm communications with the CX-Programmer, and
prohibits communications from other protocols.
FINS client CX-Programmer CX-Programmer Tag data link

Network Configurator Secure Comm
EtherNet/IP

L
X

Ethernet * Prohibited

Prohibited * Prohibited . Permitted Prohibited

EIP21S/CJ2M-CPU4]

Example:

FINS: Prohibited
FTP: Prohibited

_ SNMP: Prohibited
FTP client CIP: Prohibited

@ Settings for This Configuration
Make the settings as shown in the following table.
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TCP/IP communications function | Setting
CIP message server Not use
FINS/UDP Not use
FINS/TCP Not use
FTP server Not use
SNMP Not use

Security Guideline for CS/CJ/CP-series CPU Unit (P176)
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2 Security Functions

2-3 Preventing Unauthorized Connec-
tions to the CPU Unit

To protect user programs and equipment, which are your important intellectual property, from theft and
unauthorized utilization, use this function to authenticate users when they connect to the CPU Unit so
that unauthorized users cannot access the CPU Unit easily.

2-3-1 User Authentication

This function performs user authentication by user name and password when a user attempts to go
online to identify who will perform online operations. User authentication is a function that identifies
who will operate the CPU Unit online by registering users to operate the CPU Unit in advance.

When a user attempts to go online with the CPU Unit, the user is asked to enter a user name and
password. The user cannot go online unless the user name and password match the pre-defined set-

tings.

Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details

on user authentication.

Example: User Authentication with the CX-Programmer

1 Connect the CX-Programmer online.

2 Enter your user name and password.

User Authentication

Authentication iz required to connect ta PLC

User : |0Mdesignel1

Password: | xxxxxxxxxxxxxxxx

ok |

Cancel ‘

X

If the authentication is successful, your operation authority will be displayed with authentication

OK.

CX-Programmer v3.7

@ Authentication OK
¢/ Connect as Designer.

If the authentication fails, an authentication failure message will be displayed.

2-8
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2 Security Functions

CX-Programmer v9.8 *

Failed to connect to the PLC.

Please check the following:

-The device selected in CX-Programmer
matches the type of PLC it's connected to.
-The network settings of Change PLC dialog.
-The power supply to the PLC.

-The connection between the PLC and PC.
-User information for Secure Comm.
-Account lock for Secure Comm.

>
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Furthermore, each user is assigned operation authority, which is administrator, designer, maintainer,
operator, or observer.
This ensures that users can operate the CPU Unit online only within the scope of authority assigned to

them.
Refer to 2-4-1 Operation Authority Verification on page 2-11 for detail.

User authentication settings such as the user name, password, and information on the user’s opera-
tion authority are saved in the CPU Unit. Therefore, user authentication can be used even when you
connect to the CPU Unit from a different PC. The user authentication settings are not saved in the
project. Configure the user authentication settings for each CPU Unit that uses user authentication.

SaWeN J71d ¢-€-¢

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation Denial of service P
closure lege
Yes Yes Yes Yes Yes

| Things That You Should Do

 Use this function by combining the CPU Unit with your EtherNet/IP Unit.

» Secure communications (Secure Comm) will not allow you to connect online with the CPU Unit due
to an authentication failure if the user name and password do not match. Make a note of the user
name and password. If there is no one who has the Administrator operation authority, you must initi-
alize the EtherNet/IP Unit to the defaults. In this case, you will end up redoing all settings of the Unit,
including user authentication settings, from scratch since they have been lost due to initialization.
Keep the administrator account information strictly confidential.

* When the CJ1W-EIP21S EtherNet/IP Unit is connected to a CP1H-series CPU Unit, the CX-Pro-
grammer and PLC Backup Tool cannot use the corresponding functions. Please implement security
measures on your own, with reference to Security Measures for the Human and Process Layer and
Security Measures for the Physical Layer described in the Security Guideline for Factory Automation

System (Cat. No. P162).

2-3-2 PLC Names

You can have the CPU Unit memorize (register) its PLC name. This enables the CX-Programmer to
check whether the PLC name in the project matches the PLC name of the CPU Unit at the connection

destination when it goes online.
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2 Security Functions

This function helps prevent incorrect connections from the CX-Programmer. Refer to the user’'s man-
ual for your CPU Unit for the usage and details of the PLC names function.
You can find the user’s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation : : Denial of service vatl privi
closure lege
Yes Yes Yes
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2 Security Functions

2-4 Preventing Unauthorized Operations
on the CPU Unit

Prevent unauthorized operations on the CPU Unit to protect user programs and equipment, which are
your important intellectual property, from theft and unauthorized utilization, malfunctions of production
equipment, and accidents.

2-41 Operation Authority Verification

Changing CPU Unit data poses the risk of human or property damage due to operating mistakes. Pre-
vent operating mistakes by restricting the functions that operators can operate based on their authori-
ty. Using the operation authority verification function, the administrator sets a password for each oper-

ation authority and notifies users of the operation authority name and password according to their

skills.

Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details

on operation authority verification.

| Things That You Should Do

+ Use this function by combining the CPU Unit with your EtherNet/IP Unit.

* When the CJ1W-EIP21S EtherNet/IP Unit is connected to a CP1H-series CPU Unit, the CX-Pro-
grammer and PLC Backup Tool cannot use the corresponding functions. Please implement security
measures on your own, with reference to Security Measures for the Human and Process Layer and
Security Measures for the Physical Layer described in the Security Guideline for Factory Automation

System (Cat. No. P162).

I Types and Overview of Operation Authority

Type Definition Overview of operation authority
Adminis- | A user who is responsible for op- Administrators can add and delete users and change their
trator erational management of the entire | operation authority using the EIP21S User Management
system, security, user access con- | Tool.
trol, policy settings, etc. For the CX-Programmer and the PLC Backup Tool, they can
perform the same operations as designers.

Designer | An engineer who plans and designs | Designers can check the user list and change their own
new factory automation systems or | passwords using the EIP21S User Management Tool.
modifications to existing systems. They can perform almost all operations of the CX-Programm-

er and all operations of the PLC Backup Tool.

Operator | A user who directly operates facto- | Operators can change their own passwords using the
ry automation systems and equip- EIP21S User Management Tool.
ment in daily production activities. Among the operations of the CX-Programmer, they can get

data from the PLC. However, they cannot write data to the
PLC.

User authentication allows you to operate the CPU Unit within the scope of the assigned authority by
entering your user name and password when you connect the Support Software online.

Security Guideline for CS/CJ/CP-series CPU Unit (P176)
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2 Security Functions

2-5 Protecting Project Files and User Pro-

grams

2-5-1

212

Prevent theft and unauthorized utilization of project files and user programs, which are your important

intellectual property. Taking multiple protective measures ensures that, even if one protective measure
is broken, the next preventive measure can stop the spread of damage. Use multiple functions in com-
bination.

Write Protection Using the DIP Switch

You can prohibit the CX-Programmer from overwriting the user program and data in the Parameter
Area (e.g., PLC system settings and 1/O tables). When the power supply is ON, you can prohibit the
CPU Unit from simultaneously loading the user program, parameter data, and 1/O memory stored on
an SD Memory Card or memory cassette into the CPU Unit.

This function can prevent the program from being overwritten inadvertently.

Refer to the user’s manual for your CPU Unit for details on write protection using the DIP switch.
You can find the user’s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

Information dis- Elevation of privi-
Spoofing Tampering Repudiation mormation @15 | penial of service | o on o PIVE
closure lege

Yes

I Things That You Should Do

* The CP-series CP1E and CP2E CPU Units do not provide the corresponding functions. Please im-
plement security measures on your own, with reference to Security Measures for the Human and
Process Layer and Security Measures for the Physical Layer described in the Security Guideline for
Factory Automation System (Cat. No. P162).

I Note

® Prohibiting and Permitting Program Overwriting (Alternative to Write Pro-
tection Using the DIP Switch)

The CX-Programmer also allows you to permit or prohibit program overwriting when registering a
password for the entire user program or for one or more tasks.
This prevents the program from being overwritten by third parties or inadvertently.
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2 Security Functions

Example for CS/CJ-series CPU Units

CX-Programmer

You can permit or prohibit overwriting to the user program when registering a
password for the entire user program or for one or more tasks.

Password?

\

— Overwriting to the user program is prohibited.

-0.d Jasq pue saji4 198loid Bunosloid G-z
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CPU Unit

Overwriting can be prohibited using a password, independent of the DIP switch setting.

/ SD Memory Card

Overwriting to the user program is prohibited.

Example for CP-series CPU Units

CX-Programmer

You can permit or prohibit overwriting to the user program when registering a

Password? password for the entire user program or for one or more tasks.

L

— Overwriting to the user program is prohibited.

UOIMS dId du} Buisn uolosj0Id S L-G-2

CPU Unit
0)

5 Overwriting can be prohibited using a password, independent of the DIP switch setting.
Bl —om
[y | —"

/ Memory cassette

Overwriting to the user program is prohibited.

When Task read protection is set with the Prohibit from overwriting to a protected program option
selected, only the protected tasks (programs) cannot be overwritten. Other tasks (programs) can
be overwritten using online editing, task downloading, etc.

When no password is set for Task read protection, all tasks (programs) can be overwritten.

The settings for prohibiting or permitting program overwriting will not take effect until the program is
transferred. Always transfer the program after changing this settings.

® Operating Procedure

1 Register a password in the UM read protection or Task read protection text box, select the
Prohibit from overwriting to a protected program check box in the Protection tab page of
the PLC Properties dialog box in the CX-Programmer.
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2 Security Functions

2-5-2

| PLC Properties =]

ﬂ General Protection ‘ Function Block |

iz = ' Properties £
@7 10 Table and Unit Setup P I~ & ssword,
Settings )
<t Memory UM read protection
= ﬁ Programs
gt MewProgram1 (00) Task read protection

gl NewProgramz (01)

=+ {F Function Blocks Prohibit from saving into a memory card,

and transfeming program from PLC
[ Prohibit from pverwriting to a protected program

2 Connect the CX-Programmer online. Either select Transfer — Transfer To PLC from the PLC
menu to transfer the program, or select Protection — Set Password from the PLC menu and
click the OK button.

Read Protection Using a Password

You can enable read protection using a password. When this function is enabled, you cannot display
or edit the user program or specific tasks and function blocks in the protected program unless you en-
ter the password.

Refer to the user’s manual for your CPU Unit for details on read protection using a password.

You can find the user’s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

2-5-3

214

Information dis- Elevation of privi-
Spoofing Tampering Repudiation Denial of service P
closure lege
Yes Yes

FINS Write Protection

You can protect the CPU Unit from write or operation attempts via the network using FINS commands
and CIP message communications (including writing from applications using the CX-Programmer, CX-
Protocol, CX-Process, or SYSMAC Gateway), while allowing read operations.

You can thus prevent all write operations, including downloading user programs, PLC system settings,
and 1/0 memory, as well as operation mode changes and online editing.

However, you can also exclude write operations (remove write protection) from specific nodes that are
initiated via FINS commands.

Refer to the user’s manual for your CPU Unit for details on FINS write protection.

You can find the user’'s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

Information dis- . . Elevation of privi-
Denial of service

Spoofi
poofing closure lege

Tampering Repudiation

Yes
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2 Security Functions

| Things That You Should Do

» CP-series CP1L, CP1E, and CP2E CPU Units do not provide the corresponding functions. Please
implement security measures on your own, with reference to Security Measures for the Human and
Process Layer and Security Measures for the Physical Layer described in the Security Guideline for
Factory Automation System (Cat. No. P162).

-0.d Jasq pue saji4 198loid Bunosloid G-z
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2-5-4  Operation Protection Using the Production Lot Number

You can protect program operations using the production lot number stored in the Auxiliary Area.
This production lot number cannot be changed by users.

Refer to the user’s manual for your CPU Unit for details on operation protection using the production
lot number.

You can find the user’s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

Information dis- Elevation of privi-

Spoofing Tampering Repudiation nformation dis Denial of service evation of privi
closure lege
Yes

Application Example: Permitting Project Execution on a Specific
CPU Unit Only

The figure below shows how to run the program only on a CPU Unit with a specific production lot num-
ber.

Jaquinp 107 uononpold ay) Buisn uonosioid uonesadQ $-G-g
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2 Security Functions

2-5-5

The lot number is output
to the Auxiliary Area.

CPU Unit
lot number 070413

_>| A10002CH, A10001CH: #07041300

A10001
#07041300

Verification OK

Main processing

(O Veiication OK |

If the hardware lot number is
070413, the main processing is
executed. Otherwise, the main
processing is not executed.

| Lot number reading

| Note: This processing is read-protected, so
third parties cannot overwrite it.

l

| Is it 0704132

|—

Yes l

No

A 4

The hardware is judged as
valid and the main processing
is executed.

The hardware is judged as
invalid and the main processing
is not executed.

User Data Overwrite Time

The user data rewrite time function records the time when the user program or data in the Parameter
Area was overwritten to the Auxiliary Area.
The CPU Unit periodically loads data from this area and compares it with the previous value to detect
tampering with the user program or parameters.

Refer to the user’s manual for your CPU Unit for details on user data overwrite time.
You can find the user’'s manual in Related Guideline and Manuals on page 6.

I Threats That Can Be Addressed

Spoofing Tampering

Information dis-

Repudiation
closure

Denial of service

Elevation of privi-
lege

Yes
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I Types and Overview of User Data Overwrite Time

Storage ad-
Type Overview dress
(words)

User program The date and time (year, month, day, hour, minute, second, day of the A90 to A93
overwrite date week) when the user program was overwritten in BCD format.
and time A90.00 to 90.07: Second (00 to 59), A90.08 to 90.15: Minute (00 to 59)

A91.00 to 91.07: Hour (00 to 23), A91.08 to 91.15: Day (01 to 31)

A92.00 to 92.07: Month (01 to 12), A92.08 to 92.15: Year (00 to 99)

A93.00 to 93.07: Day of the week (00 to 06)

00: Sunday, 01: Monday, 02: Tuesday, 03: Wednesday, 04: Thursday, 05:

Friday, 06: Saturday
Parameter Area | The date and time (year, month, day, hour, minute, second, day of the A94 to A97
overwrite date week) when the Parameter Area was overwritten.
and time The storage format is the same as for the user program above.

217
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2 Security Functions

2-6 Preventing Repudiation

2-6-1

218

To protect your assets, it is also important to grasp the fact that they have been subjected to unauthor-
ized operations. In addition, in the event of a security incident, it is necessary to determine the cause
and circumstances of the incident. Recording security breaches and cyberattacks allows you to con-
firm who did what and when, and can be used as a repudiation preventive measure when problems
ocCcur.

Operation Log

The operation log function records important operations and results of users who connect the Support
Software online using secure communications, along with information on the date and time, PC’s IP
address, and user name.

This allows you to confirm who did what operation and when, which can be used as a repudiation pre-
ventive measure when problems occur. This function is available only when the Support Software is
connected using secure communications.

Refer to the SYSMAC CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details
on the operation log function.

CS/CJ CPU EIP21S
» CX-Programmer
" * EIP21S User Management Tool
Operationlog | . p| ¢ Backup Tool
Operations
on EIP21S
Recording of
Operations on operation log
CPU Unit <& <
Connected using Secure Comm

I Threats That Can Be Addressed

Spoofing

Tampering

Repudiation

Information dis-
closure

Denial of service

Elevation of privi-
lege

Yes

I Things That You Should Do

» An operation log saves to the EtherNet/IP Unit a record of operations that users performed on the
CPU Unit and EtherNet/IP Unit from the EtherNet/IP Unit (using secure communications). To use
this function, mount the EtherNet/IP Unit on a CS/CJ-series CPU Unit.

» The clock information used in the operation log (as the date and time of each operation) is acquired
from the CPU Unit. For this reason, use the automatic clock adjustment function of the CX-Pro-
grammer or EtherNet/IP Unit to set the correct clock information on the CPU Unit.
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2 Security Functions

* When the CJ1W-EIP21S EtherNet/IP Unit is connected to a CP1H-series CPU Unit, the CX-Pro-
grammer and PLC Backup Tool cannot use the corresponding functions. Please implement security
measures on your own, with reference to Security Measures for the Human and Process Layer and
Security Measures for the Physical Layer described in the Security Guideline for Factory Automation
System (Cat. No. P162).

uoneipnday Bunuanaid 9-g

I Note

The time when the CPU Unit power was turned ON and any errors that occurred while the CPU Unit
was operating are stored as history in the CPU Unit's Auxiliary Area (AR). You can check the history
stored in the CPU Unit from the CX-Programmer. Use this feature in conjunction with this function.

607 uonesadQ L-9-g
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Applying Security Patches

To protect your assets and production from cyberattacks progressing day by day, it is
effective to keep your devices up-to-date for higher security strength. This section de-
scribes how to update the devices and software.

3-1 Updating CS/CJ/CP-series CPU Unit and EtherNet/IP Unit........................ 3-2
3-2  Updating CX-ONe........ccoimiiiiiimniriisrrs s ssss s s ssss s s ass s s ssannes 3-3
3-3 Updating the OS of Your PC.........ccocoiiiiiiiir s 3-4

Security Guideline for CS/CJ/CP-series CPU Unit (P176) 31



3 Applying Security Patches

3-1 Updating CS/CJ/CP-series CPU Unit
and EtherNet/IP Unit

To add functionality, improve ease of operation, and enhance security, always keep the CS/CJ/CP-ser-
ies CPU Unit and CS/CJ-series EtherNet/IP Unit updated to their latest versions for use. Contact your
OMRON representative for details on the firmware update.
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3 Applying Security Patches

3-2 Updating CX-One

To add functionality, improve ease of operation, and enhance security, always keep CX-One updated
to the latest version for use.

You can use the CX-One Auto Update function to update CX-One to the latest version.

CX-One Auto Update is a system that uses the Internet to keep the Support Software included with
CX-One up-to-date.

Using CX-One Auto Update automatically searches for the latest updates that can be applied to the
currently installed CX-One Support Software.

By installing the searched updates, you can keep the CX-One installed on your computer up-to-date.
* The auto update function becomes automatically available as soon as CX-One is installed.

» The auto update function requires CX-One version 2.0 or higher.

auQ-x9 bunepdn z-¢
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3 Applying Security Patches

3-3 Updating the OS of Your PC

To avoid security risks arising from vulnerabilities in the OS, always keep the OS of your PC on which
CX-One is running up-to-date.
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Safely Disposing of Equipment
]

This section describes the functions that CS/CJ/CP-series CPU Units and CS/CJ-ser-
ies EtherNet/IP Units provide for disposal.

4-1 Erasing Your Assets in the CPU Unit and EtherNet/IP Unit ...........ccccouus 4-2
4-1-1 Procedure for Erasing the Internally Stored Information in the
CS/CJICP-series CPU UNit ........c.cooiiiiiiieiii e 4-2
4-1-2 Procedure for Erasing the Internally Stored Information in the CS/CJ-
series EtherNet/IP Unit.........c..ooiiii e 4-2
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4-1

Disposing of Equipment

Erasing Your Assets in the CPU Unit
and EtherNet/IP Unit

4-11

4-1-2

Before disposing of your CS/CJ/CP-series CPU Unit and CS/CJ-series EtherNet/IP Unit, use the data
erasure functions (Memory All Clear, Unit Restart) listed below to erase the internally stored informa-
tion to prevent information leakage.

If the data erasure functions (Memory All Clear, Unit Restart) fail, the CS/CJ/CP-series CPU Unit or
CS/CJ-series EtherNet/IP Unit may be malfunctioning. In such cases, contact your OMRON represen-

tative.
Target device for data erasure Operation description
CS/CJ/CP-series CPU Unit Perform a Memory All Clear operation.”!
CS/CJ-series EtherNet/IP Unit | Perform a Restart Unit operation (to restore factory defaults).

*1.  Performing a Clear All Memory operation on the CS/CJ/CP-series CPU Unit does not initialize the CS/CJ-
series EtherNet/IP Unit mounted on the CS/CJ/CP-series CPU Unit to the factory defaults. Perform a Re-
start Unit operation on the CS/CJ-series EtherNet/IP Unit separately to restore the factory default settings.

Procedure for Erasing the Internally Stored Information in the
CS/CJ/CP-series CPU Unit

To erase the internally stored information in the CS/CJ/CP-series CPU Unit, use the CX-Programmer.
Start the CX-Programmer and follow the steps below to erase the internally stored information in the
CS/CJ/CP-series CPU Unit.

1 Select Clear All Memory from the PLC menu. Or, in the PLC Errors window, select Clear All
Memory from the Options menu.
The Clear All Memory Confirmation dialog box appears.
The PLC name, PLC model, and areas to be cleared are displayed.

2 Select the Initialize check box and click the OK button.
The user program and data in the Parameter Area and I/O Memory Areas of the CPU Unit are
all cleared (i.e., the CPU Unit is initialized to the default settings).
Click the Cancel button to close the dialog box.

Procedure for Erasing the Internally Stored Information in the
CS/CJ-series EtherNet/IP Unit

To erase the internally stored information in the CS/CJ-series EtherNet/IP Unit (i.e., to restore the fac-
tory default settings), use the CX-Programmer. For security reasons, connect the CX-Programmer to
the USB port, peripheral port, or serial port of the CPU Unit to initialize the CPU Unit.

Start the CX-Programmer and follow the steps below to erase the internally stored information in the
CS/CJ-series EtherNet/IP Unit.

To restart the Unit after restoring the default settings using the CX-Programmer, perform the following
operations.
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1 Click Restart in the Edit Parameters dialog box and, in a confirmation dialog box for restart,
click the Yes button.
The Restart Unit dialog box appears.

2 Select the Return to out-of-box configuration, and then emulate cycling power. option and
click the OK button.

Restart Unit X

Restart Type

(" Emulate cycling power

= Return to out-of-box configuration, and
ithen emulate cycling power. :

ak. | Close
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A-1 Available Support Software Versions...........cccceoinnimmmninnniennnssssssseneen A-2
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Appendices

A-1 Available Support Software Versions

The available Support Software versions are listed in the table below. The Support Software of these
versions is included with CX-One version 4.6.1 or higher.

Support Software

Version

CX-Programmer

9.81 or higher

PLC Backup Tool

1.03 or higher

EIP21S User Management Tool"

1.0 or higher

*1.  You cannot install the EIP21S User Management Tool on a PC running an OS earlier than Windows 10. If
the OS is earlier than Windows 10 version 1803, the Support Software cannot establish online connections
using Secure Comm or use the following functions that utilize Secure Comm. We recommend upgrading the

OS to the latest version.
e User authentication

» Operation authority verification

* Operation log
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